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(54) MEMORY DEVICE WITH ACCESS CONTROL FUNCTION AND FAILE ACCESS CONTROL 
PROGRAM 

(57)Abstract ' , ^ 

PROBLEM TO BE SOLVED: To provide a high protective 
property against wrong deletion and dishonest alteration 
of data in a memory device to write and read data. 
SOLUTION: The memory device is provided with a 
controller 103 and a secure chip 104, A file, which is set 
so that its attribute cannot be changed when the secure 
chip 104 inputs 0 for a flag for determining whether the 
attribute of the access attribute peculiar to the file can 
be changed or not, cannot change the access attribute 
peculiar to the file by obtaining access through the 
controller 103, In a file, which is made through the 
controller 103, the flag for determining whether the 
attribute can be changed or not always becomes 1, 
making it possible to change the attribute freely. This 
constitution makes it possible to perform access control 
according to the degree of importance. In addition, in 
obtaining access through the secure chip 104, by 
applying access attribute according to conditions, a file 
to which access can be obtained only under a specific 
condition can be stored. 
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CWftt»*OlBH] 

*JBtt?fc*$ 1 ©®141t$8*te*fWSE1S¥©£:> 
SOESf? 1 ©MttflM*#fHLTll«e7r^l/fc*«-*7 

MEE«*fftei»©7 r -f/i/t jw**ttte« ufc7 * 
■fex«tt*Bfi i^m 2 

mess 2 ©$i4tft$8*#si hxmt&yr^ Mem « 7 

[N$* 2 ] IS 2 ©7 * -b X MM¥ aa\ 

®m% 2 ©7 * txww^Rrtarajtff-r ^/d^a 

Mcnt s 7 * ■fex©nr5*si£ , t s Rtt#9a*a t * 
tu 

MEiB2©«tfli«ix 

7 7^/l/*-3&K/TVtm 1 ©#5!8fi3$8fc, 

5 Afc^n^n-afcjjvf £ 2 ©#B8«$8 

fiCIB7D^7AA , Wf27r-l';!/f£:»tT7^-feX-r«^ 
©7?-feXJI14£:, *»f&ttttTEj*StiT^*cfc* 
«H»4:-r*»*H 1 teE«©7**Xfl?JW«ttf**E« 

n i vm&mRvm 2 o«ttuMRte»)i*airt"c to 
4 ] mi oRttmwxtt/ifc tf w 2 ©jsait 

im 3 KK«©7 *HrX*JW«fttt*Ett«B. 

[m*a 5 ] mi ©«tti» $Bx«/Rtf m 2 ©jitti* 
* 3 ice«©7 tmzwmmm *e*««. 

CIS^6] m 1 ©BttlSISfc LT, 
«ttS0l#SO*S»W6BI(fias 77-OWcBW*flWB 

[0J#JB 7 ] ^1 oJHttffi fSXtt/Stf IS 2 ©Jg141f 

sttaB#aw*)WBewii8*» 77-r/wort-siw* 
aj gfc « flWB«*tr c t *w a t ? « m^n 3 ke 
sj©7 7 -t x«i8W8&tt tE«se. 



(2) 19H2 0 0 2-3 1 2 22 1 

aa«tnwB7'ay7/x**ufciii2o*ai»«fco» 

?Stt, m 1 fBWatT, HuE77f/W\© 

7 * -fe x nrsowjetff •J c i: *WK i: * * 2 tc 

WW* 9] 7D^A<D^»c«k5, Ett^»(c« 

tA ^ ntv a 7 r w ;i/^©7 7 -t x#£ u , 

ME77-trX/)\ »20«tt1MB07^'feX«ttO*tt 

/o *8wat-<\ ttE77^v^©77*xpm© ! ws&& 
met vim t t%m?m 2 ke«©7 * * xmm 

tgfttEtSSflo 

[»«fl03 E«#a4(*Xtt-WT**««fc» 
MEIi3©«HlWBi:UT, WE«*fc»WSnfc77 
1t^H^pJte!93t5n«:77-l';K0#ftW«l*Sf«« 

20 *%tsct*®®tt%®#&4icmme>7t±'x®m 
m$.mi i] iow±o7r-f;v©«*9T?**7 

7 f ;W9 K*W 5 7 7-t XM141flSlTfe5 ffi 4 ©JH1418 

MME91 4 ©«tt«*fc LTWK7 7-01/»fcM*-*1ll« 
OWi^S»c«-«ilHI, X«/Stfs WE7 7^;i/?¥ 

f Stfi^S 4 teEK©7 ^-bXMmMMttEIHtBi 

mxm 12] mi ©Mttw^xti/sym 2 ©m& 

«WEaWlKHfcHW*flMltearJ*, 77-Y;V©-BP(c 

E«©7**X(WBPa(iBW*E«t*W. 
dfemi 33 %2<D7t*Z.ffl®*m\ Bg*§#& 

Ett^atettttsnft 1 ow±©77'f ;k tcu&^lk^ 
E«¥Ste«JWb, 

-***WBEtt#Rte*IW* c 

1 tcEK©7^-bx«mrmgf<r«EttaB. 

[W*3S14] 7 7-l';l^N©7i'-feX*Sijai'r«fj:4b 
77'T;i/fctiJE77-i';i'fciaw©7*-bXS11t , fe*m 

1 ©«ttwn««M-r«E«m 

MEff 1 ©■tt««*<WRUT*WE77^;l/K*W»7 
^-bX»5:'f7?m 1 ©77-feXWfflim 
50 nEEtt?art«©ME7 7 -f;Vte>W*«ftteR;Cft 
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3 

S-tte^ 2 ©M1S19*fi*#S!8 LTtui27 r <f ;Mc#r S7 
£-e3fc#©77--f;l/« 7*-feXiW8f7n? - 5Ao 
[000 1] 

[0002] 

{c^ytf-FfCr-^fcSt&A^cO, fjS»tHLfcD 
[0 0 0 3] fl»OIC*-Flt, fWOTffittNl 

* j wijffl#*H^r *c fc-er-^^ffB-r* tot?* 

[0004] 

ummm t nmc m-rs z t s & & «, * 

[0005] *fc fflffl#o«n**i»jfflUft^*y*- 
[0006] ±EWffltt**a"r*ft*tcttx **y* 

-Ffc^fcrafcLfci/^^ BB*fT-»T«l**R 

[0 0 0 7] ±Ett*OBilte:«*T*«n 
fcfc©?, ±e©*5*7**X«W*>* : ty*--Fi 

<rA,*IBik-f*c 4: 

[0008] 

* * » i <Dm\zmm t itmc . n 2 © 7 * * xMfl&g 

M^2©7»*Xl^¥Rrt»©7 , D7?AlcJ: 
3 7 7 4)WD7t -feXfcftiap-fr SISSfc^BB-f sss 2 © 
Sft IK $8JS14ti!f8*f$o7 * * XSiijaPflBfigo « I2«gd 

[0009] CtilcJ:t>v JB2©7*-tX«IW*RrtO 



(3) #BS2 0 0 2-3 1 2 2 2 1 

4 

fuVvucttXsT. 77-am%<D7>7*>z.m'& or 

1 oittlMD ©#te£*E5£i*l • H-« • HS/«flB 
S*J*77-feX$fJffl)t«^5, WM*«H*4*.» IW9 

[0 0 10] *9Mlik £2lc, 18 1 ©StttelfiXti/ 
RtfS2©7^-bXS141«l8fcbT, W2©7*HrXW 

JBttSJPIS79$\ 7 r-f ;H«BO«rt»W579y, 
/o »ia»*&JWr57? ±IB3«©Mtt77 
SSI ©7**;Mfl^attaTttRjextta3etf 
?-©ffi©77ytciigLTfe, jniisjp!rs7 

[00 11] Cft»Cj:»3, ^2©7^-feX»^Sigffl 

Tfft*LfcaH*7r<<McJfrrsJS l 07*-fe**JW 

^fm&T-<D7 t-tx *umt * t * #t» t * . 

[0 0 12] an©7**X*JW¥«eaTf&8 
Lfc77"OW>7i"feX«£W:x M£|0F'rS75$ r s 

[0013] »3tes %vm&<D±mrzte 
-mc®LT®%.?%7>7-b.x®m®t. tzmmft 
»»c*fBaB¥HrfcR«stife7 7 -ov©#ft#&;&* 

[0 0 14] cnfcJ:»K JBi©7*-fe*IWW¥&eS 
T'©ieif #RfC*ff « 7 * -fc X feMR-*- * CtA'Tf^ 

m 2 7 *-bxww^aii*T»o*wfflBi**«wcr * 

50 *fc/Mtt«JPTOTfc*77^/l/l<fiGF 
fcT\ Mf±gH^T&577^1/£ < ?SC£tfT*!? 

[0015] *4»c, » 1 (om'&.mmK m 

[0 0 16] CttfCfctK *ftlC±oT, 7<7-tZ"jm 

*®mzm 2 7 x»#8tc * Tgfts-es c t 

40 [0017] 

cne.n»s©^!8<c<5i^Pgs?n5t©'e«*<, *o 

So 

[0 0 18] Bltt. *H8S©^®©«fi20T«.So 0 
1 tfelr^T, 10lMl0 2(l fi»Stfcilfli«rff -5-< 
>^-7x-XT«feSo 10 3ti> *5teft«iBl-fV*- 
7x-X*JSE&LT777^a^ ; ey»C7i'-feXf *« 
50 ^tc, 77>f;l/->XrA^«:tc^-rs7i'-trXJSttR« 
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L<07 *f -t X«ttfttfi»*7 r Y ^© 7 * * XB1x£# 
©7*-feX«taH"P*9, SMWt^^ftJ 

ir^xoy 7<< fric *4~r*J*frc**. 

[0 0 19] 10 4tt, fiffi;fc*<3*2-f ^-7i-X% 
SSbT77->^a^ ; tVt7^-feX-r^ii-&«C, Dffc* 
k<OBI"efi!K*fTV\ «BB*te»^^T7*-tX»JW 

a7f-;yi0 4(i, rtgptc loW±077' , ;^—>3 

aytfSftS, «?S(K77i'/Wct8lfi*f?3 

Ef87^y^-: ^aVtfiEHiSftSCfcttfc^. l 05 

« 3 > h D — 7 fc<fc -fe+a. 7f- -y T'fr P, 77 <y J/ a. * 

* 7 £ -trX-r & fci6©7 7 -y ~> a -O *-7 x - 

CO 0 2 0] 3>hn-7l 0 3©flgMC-3^T0 7£ 
fflfTSWB-f*. 3>hP-7l 0 3tt, rtgptsit# 
BS?e7 o l i;r-^ii1igS7 o 2%8o„ «^&« 
S77^;i/^©7?-txgjR*<3&Si:, JHtt#fR¥R7 
0 ltftt^77^;l/07**7Mtt%^x-;>?Ls 7£ 
■bXR**«7^"bXJItt««aUT^*^ip«W*. « 
ELTV'>*U*7*--*iifeg&7 o 2<DfiJffltf*>J61fc&th 

So 

[00 2 1] ^aTfy^l 0 4©rtglHcOVvt06 

60 1, 77U7-^ay^6 0 2, SH4#S&^K6 0 
3, 77'J<7-fH V7*-feXJB141lMfi (Bttr-7 
/I/) 6 0 4. SttSH#S6 0 5*«fo. KKE^ff^fc 

we. uM«m j mmm(ommm^tso 7?v 

tr-\ ^HV7^*X«ttntti6 0 4tt, jgS»£ttfc77 
y-y-v-aytci-pT. 7r-i';i/'\c>7;7-feX*tf®;&S 
lb ?-^i.fcK>«0fe Offers 7r-Ol4cftj£Lfc7$'-t: 
7ffiBS^«lfr§77Uy-v'3yt, *-<D7*-feXB 
£*><g©3ttT^3o Sl'T7^-7x-XS*077 

fr- *3>7*-feXJStt1t?B6 0 4«, JStt#^«B^6 
0 3KJ:oT«!astU «SSWMe6 0 5KJ:oT« 

ssnso 

[0 0 2 2] UT, H2*JB^T, 7 7-OI/v'XtAR 



(4) WBB2002-3 1 22 2 1 

<J 

tf 7 r iWcftJfl £ tift 7 » ■fcxHttfco^TKwr 

So B2M\ 777 v'a^'^^r-f/V^XrAtD 

7 ? t x f c mm t n s 7 r ■< >\> > x r a £ *t *tt % 7 

v«7 7'OHIK«HMItt (77f;Wt$8fc: 

&*a-f, r« w, vko^twu o&e-Mf^ojv i& 
io i4gg^T-*tei?&-ei\ i &e>iffiqrf set* 

[002 3] 2 02&v 3> ha-7&£T?©7*-feX 
fc Iffl 7 r ^;l/^Xr.ki*3<D7 7 << !\>W£<D7 1 
■feXJglTe&tK R, W, VfCOI/">Tl±7r-l';l/'7XT 

A^»o7»-txMtti:P«i«*o'eRra*«i» , r*. A 

S»cJ:S77-feXJBttSHRlS*S-r, 1 ^^ff^HoI 
[0 0 2 4] 77-i , ;H§«tH 7r-f;Vto#«v 7r 
?k ^fc ; e-tiJ-x^<c^?»n§^Tco7ri'McM > rs 

If^TS.'So 77-f;l«WO7f-feX*tt2 0 2lC*j^ 
TV^OtC^^nTt/^i:, 3yhD-7)g*TO» 
*77-f;HcHt«1WBO«»3!«§S«n« < , $7i, 7 
7 w ;v - K W» »LTtV««0k:ft6SnT^ 
577-YMi*^*n^:l/\ 

[0 0 2 5] 7 7-<^7Xf A^f*©7^-feXJait2 0 
1 »c*3i/^TV^0}cl3SSnTt/''Si:. 77^/V->X-r 

30 t, 3yhn-7«*T©7^-feX«^TJ§S«n*. 
«*Mf, 77l';^>XrA^fl:<D7^'feXJi142 0 1 ft 
fet^Ts RWVE=1 1 1 K 7 7i';V® ; SW7^-irX 
B142 0 2(Cfel,>TRWAC V = 1 000 HCgggSft 
TV^*77'(';l'<0i»^, 77 7->i^ ; E- , ;^<07i'-t 
XjS£tfV= 1 7?*?.CDT?, 3yhD-7S4T, 77 

17?$,507?s V7*<>\><Dfo®*ViKm-Z.tft&%. 
•So b*>U3yhn-7e*T©«#C»«#fcl8UT 
tt, W=0TfeSc07?s 3Vha-7 1 0 
40 S^taSo tLRWACV= 1 0 I 0 1 <0<kMcW=0 
O*0«&*JK±W6T?*-3TfeA=ia6tfs ^S7 

[00 2 6] $fc, 7^-feXK1t0^5!S#, WAtfR 
WACV=1 000 1M1 1001 ^\©^Mfl*^7 
^fcfcUTfc, C = 0J:t). 3>ho-7g4ti:J:57 
7-bXJS1tO^H«^njTS.5©7?, J§S?nSo C = 

0T$>S77l';m. ZlV\-U- ; 7l&&\C&%>7 7<<)\' 

«3D7i"bXS1S^H/> < lgS?nS<, $fc, 77^/W«© 
50 tt1W!y#JS-r*7 7-f;V©«ft»JE^fll1t«MRi(*0 
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7 

pJBgjftOM:, -fe* a 7 ?-y7{c J: S&SET-, Slt^ffl 
$ fc^fc S tlfc7 y- 3 V tc J: « 7 ^ -feX 
(DKX'to*). hD-vfc&SU'c/^-tXT'figg 

[00 2 7] flJcDflJfcbT, 77-T;V->X^A^<07 
*-fcXJS142 0 Hcfel^T, RWVE=1 111,7/ 
^;l/@W<D77-fcXJg1l2 0 2K::te^TRWACV = 1 
0 1 1 1©*S, W=0T>&Z<DX\ 3yhD-5SS 

g«n*^ C-l J^S'-feXllttOiBMSfTSCi: 

w= i fcssfsct^ »*>i»«™r 

£W<D7?*.xm&2 0 1 fC#3;ftS7*-feXjjittl£S 
^ligf'-^Ofc&fca^EtflTfcSlfr&tts 7Z-01' 
5'XrA^f*fc3fr*«Kit»**7*-^'y 

tfxzz (fcfc, 7r-f;WWI©3'5, 7/^vfc, 7 

[0 0 2 8] UT, H3*ffl^T, 77*Vy-y3>7 
?-fcXJStt1i?86 0 4 (3 0 0) iW^TttWtS. 0 
3«, t:*a7^v7rt8P©77'yy-">3V7^-feX 
S141Sf8<0-giJl?fet), 3 0 1 tt77-y->ap«^ , ;rtcD 
7/f;H*S-f7/-<;1/S^ 3 0 2«, Wa7f 
>y yW&orfV y-i > a y 1 **r77*y *~-*s 3 f 
S^, 30 3«, 77 , ;-5 r -^s yi^7/^/H ^7 

3 0 3 0&«@ RWACfcOi^-Hi, 7/-<;V@ : t<D7 
*-fcXJS142 0 2T?iWUfc*Bfc*»^WU , Cfc**> 

[0 0 2 9]*fe, 77'y*--$'sV7f 
1007/'f;l/fcWUT10©77U^-^3 VO»* 

(tTtcki/^o ^OPS, io©7/-f;i/fcftJ&Lfc77y 
3 y Zt 7 * *XJBtt*i8£ UTfe J: 

! v. «T, $5fcfr&<075yS'a**y^€>7:7*Xf;: 

j -y •>a^^-U'\07^-feXfflaO!55n ; Sr^f 7a-ft 

j 3t ^^y'\©7^-fex5aaosiin*^t"7o-f-v— h 

' [0030] Sfayhn- ^ig&^^-fcXteot^T 

tt, «g*(c*-F^»^?n (Xr-y 74 0 1), S* 

' fctSgl-l'>'*-7x-Xl 0 KC»bT, 7>-feXg# 

(X-7-y74 02) o 3Vho— 5 1 03FW0 
JStt#5S«8fig7 0 l tt, $-f77-^>ap< ; e , J^*<07 
?-feXJS142 0 1 (X7 L y74 03), 



^2 002-3 1 2 2 2 1 

Jgbtv&ttmf, l 0 3tf7*-feXJg3 

(Xf-y74 05) „ 

[0 0 3 1] 7**Xflltt*JllfiLT^4«*l*» 
7/f «tt«a«867 0 1 tfft 

&7/'f;l/H*<D7?-feXjg142 0 2%#S8L (Xr-y 
74 0 6) , ^(Om^timtZ (Xf7 7*4 0 
7) . *<D&, 7**X«tt*»fibTV>*&ftlf, 3 
Vha— ?! 0 3tf, ffiJKfc^-fcXjgSfce** (X 
T774 0 8) . -73, 7*-fe*«tt*SlfibTWU* 
gjfcfciaSI-S (Xr-y 74 0 9) o »*7/'f;i/^# 

tfffiS (7 7-ouSrflimS) ^t^o 

[0 0 3 2] ^C-tr*a7f-y7l 0 2Si©7^-feX 
(c-Oi^Ttt, «H*t*-FjWfASn (Xr«y 75 0 
1) „ ^*t-b*a7^>y7l 0 4OBBTBB*ff3 
(Xf-y75 0 2) e Vm.ft%7t%t, Wa7f7 
71 0 4rt»T»BKIS*te*6UT77'y^-^3y»6 

o z<Dtpfrzm&t<nrz77v>r—. '/ayw&mznz 

(Xr-y75 0 3) o 77y*— ->3 Vtf7/-T/l/fc:7 
^■bX«:K»fc^te (Xr-y75 0 4) , 7 7-fMM? 
ffitftlf, -fe*a7^*y7l 0 4rt«W)«tt#!»«fiB6 
0 3tt, 77»jy-^9 V7^*XS1t1IHB6 0 4«r# 
!Rb (Xr-y75 0 5) , SS7 7-C;mc^<077 , ;'7- 
-S^s v©7?*X/atttfgSS*aT^*fr£$fr*:89 
? IT, KS7/-<;Wct077'y^-$'a^O 
7**X«tt>WB»«tiT^titf, 77V^-i ^3 Vic 
«fc«7^-feX*V *07^-bXR14*»Sl/TV>**^ 
^*»*>K (Xr-y75 0 6) , 7*-fcX«tt«KWEU 

t^tuf, 77y^—>3yn:<fc ; s7/i'/i^<o7^-b 

X^fFRT-r* (XT775 0 8) . 
[0 0 3 3] 77y-7-^3^7*-feXflHt1*«6 0 4 
K7^-feX«tt*«fi»«nTlf'>ft3&'t>fc«*» feb< 

a, MisnTv^, 7^-bxjsft*»tsuft^oft 
Jfr&tt, 7'7-y->i^ ; eyrtSPc»)TO7r-i';i/A^o, 
7r-fMW7?'fcXHt*WiU cn(ctlfoT7^ 
■bXOWS^fJ^I"* (Xr-y75 0 7) „ 
[0 0 3 4] 7/-<;W ; (¥ftb**'>oft:ti^, 77-feX 

n» 77-o\«Dmmrp!8.t£oK&&&s saa (7/ 

•Y;W(r«lff«) «fft\ 77y^— >3>77-feXS'tt 

6 0 5t>m&t%o 

[0035] cc-e, m&m&mc&%7t±xei& 

y\fc<D**f-y*ifit$>%ty!.v>&btt%<> o^o, 
( 1 ) JB 1 <D#^1tl8i:^20#B^fgfccD^f5#tt^ 
EastiTt^av«*kv (2) 7^HrXS1t*M«:? 

tt^Se3S«nTl/'«Tfc7^-bXJB1t*^fti£ii9JELa:f 

»&> t, (1) mmcit. -fv?=7i> 
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9 

A <D%ft K cfc t) 7 r B s\<D7 5 -JrXtfifrgk ft? ft 
*Etf£l/^§£fc. (1-2) §5 2<0£!«ait?8fcLT r^D 

*»)> *©*'*a»<K «tt«H*si*, wiostt* 
[0036] w^costa,*^ h<0 

raw, n.tt'rv 

COO 3 7) *»W§T*tt. BliE«fc«:*fcfc^*ll**fc 
le, »#&*^R^tf7**XBttKK¥3nR£* 

Xf A£<*<D7 * -trXSIttfcgMT-t S-fe* 7=}- v 7 
&77-{)\'i'Z.T2±*®ffl.?%ctij i tii%:%, t^r>® 

Coo3 8] ctuciiK ^ya-FSwaw-ftJi* 
i{*^a$nfc t: lt t 7 r -oi/fcBsans c 
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